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counts large enough to alter election outcomes; and they should
be efficient—no larger than necessary to confirm the winners.
Several pending federal and state electoral-integrity billghile financial and quality control audits set sample sizes that
specify hand audits of 1% to 10% of all precincts. Howevejre very likely to detect errors large enough to cause harm,
percentage-based audits are Usua”y irIEfﬁCient, because themt proposed election auditing laws Specify Sampiing fixed or
quire large samples for large jurisdictions, even though the sa[Breq percentages of precincts. For example, Connecticut has
ple needed to achieve good accuracy is mijch more affecteqL@( adopted a law (Public Act 07-194) requiring random au-
the closeness of the contest than population size. Percentagg-of 10% of voting districts (precincts) in selected contests.

based audits can also be ineffective, since close contests W/%ybelieve that the laws are written this way because most

require auditing a large fraction of the total to provide confi- L g .
. . - nonstatisticians have unrealistic fears about the inadequacy of
dence in the outcome. We present a plausible statistical frame-

work that we have used in advising state and local eiecti%wall-pgrgentage a_udits; because the authors have notme_asured
officials and legislators. In recent federal elections, this aulilf §tat|st|cal effectlven.esis_of percentage-based schemes in gen-
model would have required approximately the same effort aff@!: @nd because statisticians have—thus far—rarely been in-

resources as the less effective percentage-based audits no¥®¥ed in drafting audit options for legislators. Statisticians of
ing considered. course know that we can measure the effectiveness of sampling
strategies by their statistical power, which principally depends
KEY WORDS: Election audits; Election recounts; Electronien the number of units sampled and the size of the effect to
voting; Precincsampling. be detected. Thus, fixed-percentage audits are inefficient (too
large) in the vast majority of contests, especially in statewide
contests that involve many hundreds of precincts and that are
not close; also, they are ineffective (too small) in the rare con-
1. INTRODUCTION tests with small winning margins. However, most statisticians
. ) . know little about election procedures and are not well-equipped
Eiectromc vote tally m|s.counts i’:mse for many reasops, W respond when asked “what percentage shall we put in the
cluding hngjware maIfui]ctlons, unintentional programmmg ill>” We hope that this article helps fill that gap.
rors, malicious tampering, or stray ballot marks that inter-
fere with correct counting. Thus, Congress and several state¥ote tabulation audits entail supervised hand-to-eye man-
are considering requiring audits to compare machine tabulal counts of all voter-verified paper ballots in a subset of
tions with hand counts of paper ballots in randomly chosgrecincts, randomly selected shortly after an election and be-
precincts. Audits should be highly effective in detecting migere results are certified. We assume that a “hard copy” record
of each voter’s choice, one that was reviewable by the voter
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but rather to independently confirm (or challenge) the accurdhgt determination. Procedures for deciding when an audit that

of precinct-level electronic tallies. uncovers small discrepancies should still confirm an election
Manual audits should also be done in precincts with obvioagtcome is the subject of ongoing research. See, for example,

problems, such as machine failure, and for routine fraud detgtark (2007).

rence and quality improvement monitoring, even in the absence

of doubt about who won. Importantly, election officials and can- 3. CALCULATION OF STATISTICAL POWER

didates should be empowered to choose additional precincts

with apparent anomalies for auditing, just as financial and quaIJ-et

ity audits examine “high-interest” units as well as random sam-e n = number of randomly selected precincts.

ples. Comprehensive auditing should also examine many other

parts of the electoral process, as outlined by Marker, Gardeniel’

and Ash (2007) and Norden et al. (2007). Another importante m = margin of victory in a particular election contest—

question not pursued here is the need for mandatory follow up that is, the difference between the number of votes for the

when an initial audit casts doubt upon an electoral outcome.  Wwinning candidate in a single seat contest (or the number of
Our simplified framework assumes that the outcome of an Votes for the winning candidate with the smallest number

audit is dichotomous: if the audit sample includes one or more ©f votes in a multiseat contest) and the number of votes

miscounted precincts, additional action is taken: otherwise, the for the runner up candidate, divided by the total number of

election is confirmed. Here, the audit's power equals the prob- Pallots cast.

ability of sampling at least one miscounted precwtienever o B, = minimum number of miscounted precincts (out of

there are enough precincts with miscounts to have altered the the N precincts) needed to overturn the election result for

outcomeStatistically based audit protocols should seek to fairly  a particular contest.

and efficiently use resources to achieve a prespecified high

power (99%, if feasible) in all elections—from statewide con- ®

tests to those in a single Congressional district or county. Then we define:

N = total number of precincts.

X = number of miscounted precincts in the sample.of

Power = P(X > 0|Bmin miscounted precincts
2. MODEL ASSUMPTIONS in the populatio

We assume that every vote is cast in one and only one precﬂ?:‘? value of Bin, the minimum number of miscounted

and that precincts to be audited will be chosen randomly (w ecincts that could alter the outcome, depends upon the pos-

. : Ible extent of miscounts in each precinct. Assuming equally
equal chance of selectionjter an election has taken place ang. : : ; . .
- . . ized precincts with a maximum WPM of 20% (a 40-point shift
after the unofficial vote counts for each auditable unit are pu

in"the percentage margin within that precinct), a proportional

licly reported. We also assume that net miscounts in more t%ﬂning margin ofm could be overcome by switching votes in
20% of the votes cast in a precinct would trigger a suspicion-

based “targeted audit.” This implies thatandomaudit, to be Bmin = ((N '3 VTPM)-‘ ,
successful, only needs to detect at least one of a set of precincts,

with shifts of at most 20% each, that together would change file N
electoral outcome. Th@/ithin-Precinct Miscountor WPM, of [(N-m/0.H1

20% is a parameter that could be reset as experience accupRecincts. For instance, if all precincts contain the same num-
lates. Saltman (1975) described WPM as the “maximum levelR§i" Of votes, a 10-percentage-point margm= 0.1) could be
undetectability by observation.” Setting an upper bound for tR¥€rcome by switching 20% of votes in at least Wa2ar 25%
WPM allows us to determine thainimumnumber of precincts ©f &l Precincts.

that must contain miscounts if an election outcome with a r.e—ln practice, precincts contain varying number of votes. It is

ported margin of victory were to be reversed. The hyperge'-EEthtiVe to consider hovBmin (and therefore audit power)

L is affected by the alternative assumption that all the miscounts
metric distribution can then be used to calculate the sample size |~ . ) B

. . o reside in the largest precincts. For instance, under the “largest
needed to achieve a specified probability that at least one m|

. . ) pl%cinct assumption,” for a margin of 10 poin®y,in will be
counted precinct appears in the sample. (While the same H& smallest number of large precincts that together contain at

proach can be used without using WPM, it typically requ"?éast 25% of allvotes This figure can be calculated directly if

substantially larger samples.) Our general findings do not g¢s istribution of precinct-level vote counts is available (from

pend on any particular value of WPM; the 20% figure serves @8 eliminary report of precinct-level election returns), or it can
a reasonable baseline for comparative purposes. be estimated based on the distribution of precinct-level votes
When a contest has outcome-altering miscounts, an initial @\ithe previous election; a reference distribution (such as the
ditis successful only if it finds at least one miscounted precingthio CD-5 distribution shown in Figure 3); or using an heuris-
since, if it does not, the wrong outcome would be confirmegt approximation. (For one such heuristic, see McCarthy et al.
This initial audit does not have to determine what the outcorf&07).) As we demonstrate in the following discussion, this as-
should have been, so long as it triggers further actions to makenption can markedly reduce estimates of audit power.

2 Special Section: Statistics for Democratic Processes
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Figure 1. Statistical Power of 10% Audits for Districts: By Number of Precincts Audited and Margin of Victory. (Potherprobability of
finding at least one miscounted precinct when the number of miscounted precincts equals the fewest average-sized precincts with 20% shifts
needed to overturn the election.)

4. STATISTICAL POWER OF FIXED PERCENTAGE 2. audit 5% of precincts if the winning margin is at least 1%
AUDITS but less than 2%; and

3. audit 10% of precincts if the winning margin is less than

Figure 1 shows the power of a 10% audit for jurisdictions
1% of the total votes cast.

with varying numbers of precincts and winning margins. We as-
sume here that all precincts contain the same number of votes or hi h add h q i h
equivalently, that the average number of votes for the precinc,tJ Is approach addresses the need to audit more when mar-
with miscounts is the same as for all precincts. Thus, for NS are narrower, but does not solve the fundamental problem

stance, to overcome a 5% margin, 20% (WPM) of votes in"z‘:{itth fixed percentage audits. Most congressional_distric’;s con-
least 12.5% of precincts must be switched from the repor f_ewer than 500 prgcmcts. !n these poqgreSS|onaI d|str|9ts,
winner to the reported loser. For context, Connecticut has 736?9 n other_ modest-sized Iegl_slauve districts, even samph.ng
voting districts; New Hampshire’s 1st Congressional Distri?:p% of precincts does not achieve 75% power when the win-

has only 114 reporting units (usually entire towns); West ving margir_1 is at most 1%_' A tiered audit al_so allows pre(“:ipi-
ginia and lowa have just under 2,000 precincts; and 28 st drops in power at the tier thresholds, which appear as “saw-

are off the scale in Figure 1, including five with over 10,00t§eth” in Figure 2.
precincts.
Clearly, 10% audits have limited power when electoral mar- 6. VARIATIONS IN PRECINCT SIZE

gins are close and/or when the total number of precincts is
small. The fixed percentage approach also examines too manyhe power of an audit also can be reduced when precincts
precincts when the election is not close and/or the numberdéfer markedly in numbers of voters (Saltman 1975; Stanisle-
precincts is large. For example, in California, a 10% state-widi€ 2006; Dopp and Stenger 2006; and Lobdill 2006), because
audit would involve 2,200 precincts; this is an order of magrfewer large miscounted precincts can alter enough votes to
tude larger than needed, under an equal sized precinct asswrhpnge the outcome. For reference, Figure 3 shows the vote
tion, even with a margin as small as 0.9%. distribution in the 640 precincts of Ohio’s Fifth Congressional
District (CD-5) in the 2004 general election, where votes per
precinct ranged from 132 to 1637. Only about 8.6% (55) of
5. STATISTICAL POWER OF TIERED PERCENTAGE  Ohio CD-5’s largest precincts are needed to encompass 15%
AUDITS of the vote. Applying Ohio CD-5’s precinct size distribution to
any number of precincts, we can estimate the power of audits in
Tiered percentage audits specify a percentage of precinctg tvorst-case scenario” when miscounts occur in the smallest
be audited, depending on the reported winning margin. For @gssible number of precincts (making it harder to find “at least
ample: one” in the audit sample). For instance, consider an election
with 500 total precincts and a 6% margin, so tBafi, equals
1. audit 3% of precincts if the winning margin is 2% or morthe number of precincts containing at least 15% of the vote.
of the total votes cast; A 3% audit sample is estimated to have 92% power if mis-
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Figure 2. Statistical Power of Three-Tiered 3—-5—-10% Audits in a 500-Precinct Jurisdiction: By Margin of Victory. (Assumes the number of
precincts with miscounts equals the minimum number needed to overturn the election if all miscounts are in average-sized precincts, each with
a vote shift of 20%.)

counts are equally common among small and large precinthsit must be sampled to achieve a specified power level for
but just 75% power if they occur in the largest precincts. (kach election contest. In addition to the desired power, the
the first caseBmin = 0.15(500) = 75; in the secondBmin = sample size will depend on the reported victory margin, the
0.086(500 = 43) value of WPM, and both the number and size-distribution of the
precincts. Given the total number of precincts in a contest and
the minimum number of miscounted precincts that could alter
Statisticians and a growing number of election experts hahe outcome, the sample size for a given power can be obtained
psing the hypergeometric distribution or an appropriate approx-

urged replacing fixed percentage audits with audits that emp myatlon o simplify calculations so they can be readily imple-

a statistically grounded criterion of efficacy. Here we presenlt a ted by elect Hicials (As| P 4 Rivest 2007). |
power-based audit which determines the number of precin@t%n ed by election officials (Aslam, Popa, and Rives )-In

7. STATISTICAL POWER-BASED AUDITS
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Figure 3. Distribution of Votes Counted in 2004 among the 640 Precincts of Ohio’s Fifth Congressional District.
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Table 1. Federal Elections (2002—2006) Achieving Various Levels of Power by Type of Audit

Type of Audit
Tiered/Fixed Percentage PowBased
Tiered 99% 95%
3-5-10% 2% 3% 10% power peEr
Power of the Audit Number of elections (percent)
at least 99% 1152 1089 1152 1292 1393 -
(82.7%) (78.2%) (82.7%) (92.7%) (100%)
from 95% up to 99% 77 98 74 31 - 1393
(5.5%) (7.0%) (5.3%) (2.2%) (100%)
from 50% up to 95% 112 137 110 51 - -
(8.0%) (9.8%) (7.9%) (3.7%)
less than 50% 52 69 57 19 - -
(3.7%) (5.0%) (4.1%) (1.4%)
Total hand-counted votes
(in millions) 20.5 15.3 19.4 57.6 23.0 19.0

NOTE: Results for 1393 election contests for U.S. president, Senate, and House of Representatives. Vote margins were calculated from FEC data for 2002
and 2004; Dr. Adam Carr’s Psephos archive for 2006. Numbers of precincts per election were estimated based on the 2004 Election Assistance Commission’s
Election Day Surveyhttp://www.eac.gowlection surve 2004/ intro.htry, for House elections, the number of precincts in each state was divided by the number

of Congressional Districts to estimate the precincts per District. A minimum of one precinct per county is assumed to be audited under each rule. Power is
calculated to protect against miscounts residing in the largest precincts, as described in “Variations in Precinct Size” above.

practice, slightly larger samples may be useful to contend with 9. CONCLUSIONS
minimal miscount rates observed even in well-functioning sys-

tems (Stark 2007). Effective electoral oversight requires routine checks on the

entire voting process, timely publication of the original tallies,
and thorough reporting of the methods, data, and conclusions
8. PERCENTAGE-BASED VERSUS POWER-BASED fromall audits conducted. Since a key purpose of a post-election
AUDITS vote tabulation audit is to provide a check on the original tabu-
lations, procedures should verify election results without trust-
in%(any part of the software used in voting. Reporting should

We have already seen that percentage-based audits canlefide a post-hoc power calculation that fully describes the al-

amine too few prgcmcts in some contests, while samplmg Me&fhative hypothesis, so as to be explicit about how confident we
than necessary in others. To compare the cumulative COSF%r%fthat the winner in the initial electronic tally is the same as
different types of audits, we studied all 1,393 federal electign, 4 pe identified in a 100% hand count of voter-verified paper
contests in 2002, 2004, and 2006, using the precinct size digyots. Of course, all audits should be conducted within a larger
tribution of Ohio CD-5 in 2004 to estimate the extra auditingamework of good practice, including following well-specified,
needed to account for variations in precinct size. Table 1 sh%"dy observable procedures to ensure public (as well as sta-
power and resource requirements using tiered, fixed, and powgfical) confidence in the process, examining both randomly se-
based audits. Each audit was also made to fulfill a common Ieg:ted precincts and targeted precincts with observed anoma-
islative mandate: to include at least one precinct per couniys; and generating publicly accessible auditing data. Exactly
For example, since lowa has 99 counties and 1966 precinoise feature distinguishes power-based audits from percentage-
all rules assume audits of at least 99 precincts (5%) for dased: they sample just enough precincts to make it very likely
ery statewide election there. While 2% audits would have udeddetect a miscount if an election-changing miscount has oc-
the fewest resources (15 million ballots), they achieve less tleanired.

95% power in almost 15% of all contests. At the other ex- Ejection audits have been conducted in some state and lo-
treme, 10% audits would have had at least 95% power in 9% jurisdictions for years. Thelectionline.orgbriefing paper

of contests, but require auditing 57.6 million ballots, while st#Case Study: Auditing the Vote” discusses the auditing experi-
leaving 19 contests where election-altering miscounts are mefges of several states including California and Minnesota, and
likely to be missed than detected. Power-based audits co8iltman (1975) cited the 1% “manual tally” still used in Califor-
have achieved 99% power in all federal contests while exania. Although professional auditors, statisticians and computer
ining only 23 million ballots. scientists should advise on standards and procedures, compe-
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tent election officials and staff can implement power-based a&rker, D., Gardenier, J., and Ash, A. (2007), “Statistics Can Help Ensure Ac-
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now will allow States to use procedures that achieve high power _ _ o
to confirm all electoral outcomes. National Instltutg of Standar(is and Techno_logy Technlca_l Ggldellnes Develop-
ment Committee (2007), “Voluntary Voting System guidelines Recommen-
dations to the Election Assistance Commission.” Draft available for com-
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